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PRODUCT RESPONSIBILITY
DATA PROTECTION

PRODUCT RESPONSIBILITY

Our business activities focus on informative and enjoy-
able entertainment. ProSiebenSat.1 Group's content
reaches many millions of people every day across all
platforms. With this, we see product responsibility as the
responsibility we bear to our stakeholders and society
with regard to our products and services. When provid-
ing our content, we place great emphasis on the protec-
tion of personal data and media law. The latter chiefly
entails journalistic independence, the separation of
editorial reporting and advertising, and youth protec-
tion. In addition, we consider fair marketing and trans-
parent labeling to be important parts of our content
responsibility.

In this regard, the Company ensures compliance with
both laws and legislation as well as internal policies and
requirements. The applicable policies and the complaints
procedures in the event of infringements are laid down
in ProSiebenSat.1 Group's Code of Conduct. All employees,
managers, and Executive Board members have committed
to complying with this. It defines a binding framework for
our business activities. Some individual concepts, such as
complying with advertising laws and ensuring journalistic
independence, relate only to selected companies within
the Group due to different legal regulations in foreign
countries and a lack of relevance to many companies, for
example in production. [ [GRI 102-16, GRI 103-1, GRI
103-2] > Compliance, page 44

DATA PROTECTION

New technologies and processes in connection with digi-
talization are generating a steadily growing flow of data.
Data from the digital sphere provide information about
the media usage and consumer behavior of audiences
and customers. Media providers can also obtain these
data in ever increasing volumes by digitizing their offer-
ings. In this environment, ProSiebenSat.1 has created a
very rare combination: We have access to data from TV
usage as well as data from our commerce platforms. On
the basis of the acquired digital data, we are now build-
ing a bridge between TV and the Internet - the opti-
mum combination of mass appeal while rapidly raising
brand awareness with a target-group-specific approach.
On this basis, we can use addressable TV and HbbTV
to develop new advertising products that the TV busi-
ness will benefit from in turn. The aim is a brand pres-
ence which enables a direct online purchase from the
targeted commercial - without necessarily having to
switch to a tablet or smartphone.
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The protected data pool shared by ProSiebenSat.l and
NuCom Group therefore contributes directly to the
Company's business success and the core business of free
TV financed by advertising. The processing of personal
data from various different stakeholder groups is therefore
an essential component of ProSiebenSat.l Group's busi-
ness activity. These stakeholders particularly include
customers, online users, viewers, applicants, employees,
and business partners. For this reason, we see data protec-
tion as an important competitive factor with a lasting
impact on trust in ProSiebenSat.l Group's products and
brands and thus also on the economic success of the
Group. [# [GRI 103-1]

The overarching goal of the Group's data protection is
a uniform, adequate level of data protection within
ProSiebenSat.1 Group in line with national and interna-
tional provisions. This is to be ensured on the basis
of a risk-oriented data protection management system
(DPMS) and standardized processes, guidelines, and
specifications, some of which apply throughout the
Group. Targeted advertising online, on mobile apps, and
in HbbTV is based on tracking technology and a legal
situation that may be prejudiced by the General Data
Protection Regulation (GDPR) which has come into force
on May 25, 2018. In particular, this concerns the ques-
tion of wether targeted online advertising via cookies
is now only permitted with users’' prior consent. At
present, however, there is a debate over the extent to
which users' explicit consent must be obtained for the
profiling performed by tracking technologies - instead
of the previously well-recognized legitimate interest of
advertising financed media - and how this consent for
target group specific advertising must be arranged.

In March 2018, ProSiebenSat.1 already founded its log-in
alliance netlID to create the infrastructure for potentially
expanded permissions management for targeted adver-
tising. This initiative bears witness to the digital indus-
try's efforts to create secure, transparent, and user-
friendly data platforms in order to both meet the
requirements of GDPR and respond to the growing
awareness among users and providers. [ [GRI 103-1, GRI
103-2]



PRODUCT RESPONSIBILITY
INFORMATION SECURITY

In addition to legal provisions, the Company's internal
guidelines on handling personal data and its automated
collection, processing, and use also apply. [@ [GRI 103-2,
GRI 102-16]

INTERNAL GUIDELINES ON DATA
PROTECTION [ GRI 102-16]

Global Data Protection Standard (GDPS)

Data Protection Policy

Code of Conduct

Web data protection requlations (Web DP GL)
E-mail-marketing guideline

Guideline on data subjects’ rights according to
General Data Protection Regulation (GL GDPR
data subjects’ rights)

Guideline on documentation duties according to
General Data Protection Regulation (GL GDPR
documentation duties)

Storage, blocking, and erasure guideline

ProSiebenSat.1 Group has implemented processes and
measures to protect personal data from misuse. No
processing of personal data takes place unless compli-
ance with the applicable laws has been ensured. We
grant each individual the right to object the use of their
personal data and to demand that their personal data
be deleted or blocked. In addition, ProSiebenSat.1 passes
on personal data to third parties, including within the
Group, only if this complies with the legal provisions. We
also take appropriate precautions to protect personal
data from loss, destruction, unauthorized access, or
unauthorized use, processing, or disclosure. In 2017, we
detected five cases of justified complaints regarding the
violation of customers’ privacy and the loss of customer
data as well as two cases of data leaks and data theft or
loss. @ [GRI 103-1, GRI 103-2, GRI 102-16, GRI 418-1]
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DATA PROTECTION PROCESSES [ [GRI 102-16]

Performance of a risk analysis
including a compliance check in the
context of introducing/changing
automated procedures for process-
ing personal data in accordance with
section 4f of the German Federal
Data Protection Act (BDSG) in order
to address data protection law
requirements at an early stage.

Preliminary monitor-
ing

Process for legally compliant prepa-
ration of agreements for order data
processing and the performance of
the legally stipulated preliminary
check in accordance with section 11
BDSG.

Order data processing

Process for legally compliant disclo-
sure of personal data to public
authorities.

Information to public
authorities

Legally compliant processing of
requests from persons affected:
Complaints management
Information rights (section 34
BDSG)

Right to correction (section 35
BDSG)

Right to deletion (section 35
BDSG)

Objection rights (section 35
BDSG)

Rights of persons
affected

Process for legally compliant report-
ing of data breaches (= third parties
unlawfully obtaining personal data)
in accordance with section 42a
BDSG and section 15a of the German
Telemedia Act (TMG).

Data breach notifica-
tion

INFORMATION SECURITY

As well as data protection, information security is also
in ProSiebenSat.l Group’s business interests. A failure,
manipulation or unauthorized disclosure of business-
critical information could result in significant financial
losses or reputational damage. The adequate security of
business processes, IT, infrastructure and critical infor-
mation is therefore a strategic factor for the Company's
competitiveness and continued existence. Information
security at ProSiebenSat.l has four primary strategic
goals: [§ [GRI 103-1, GRI 103-2]

To maximize business continuity

To minimize business losses

To prevent and minimize the effects of security inci-
dents

To limit risks

Failures of systems, applications or networks are just as
much potential risks as violations of data integrity and
confidentiality. The constantly widening scope of infor-



PRODUCT RESPONSIBILITY

MEDIA LAW

mation processing and networking and the advance-
ment of technology are increasing the complexity in
the interplay with people, processes and technologies,
while the vulnerability within Company-wide information
processing is also increasing. Targeted attacks and other
threat scenarios show that politically, economically or
ideologically motivated groups represent a growing
challenge.

The Group therefore has an Information Security
Management System (ISMS), which ensures comprehen-
sive protection for the Group's information assets in
a structured and risk-based manner. The way in which
an early risk detection and risk management system
must be established and carried out is not prescribed
by law. Information security at ProSiebenSat.1 Group is
based on the ISO 27001 standard (Information Security
Management System, ISMS). The ISMS targets the confi-
dentiality, integrity and availability of information. The
effectiveness of the security standards is examined
reqularly by the Internal Audit department. In addition,
all employees must complete reqular and mandatory
online training on the topic of information security. Most
recently, we launched an e-learning program on rules for
handling information in the fourth quarter of 2017; as
of December 31, 2017, we had thus trained over 4,300
employees. [/ [GRI 103-2, GRI 103-3]

MEDIA LAW

The media law provisions of the Compliance Manage-
ment System (CMS) particularly deal with journalistic
independence, the principles of the separation of adver-
tising and programming, the requirements for product
placement and protection of young people, and the
prevention of surreptitious advertising and broadcast-
ing of legally prohibited advertising. For 2017, we identi-
fied a total of eleven violations in connection with media
law provisions: seven against programming principles
and journalistic duties of care and four against laws for
the protection of young people. [® [GRI 103-1, GRI 103-2,
GRI 416-2]

— ProSiebenSat.l Group is particularly committed to
differentiating between editorial reporting and broad-
casts for advertising purposes in its TV programs. The
responsible TV editors and editorial management are
responsible for ensuring that advertising and program-
ming are clearly separated. At corresponding compli-
ance events, they are trained on the bans in place and
the legal consequences in the event of violations. The
management of the TV stations must also ensure that
suitable budgets are chosen for each program and that
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sufficient funds are available so that there is no need to
accept financial contributions from third parties to the
extent that this would constitute impermissible surrep-
titious advertising. In substantiated individual cases
where the usage of surreptitious advertising is
suspected, an ad-hoc supervisory committee takes
action. This committee is set up by the Executive Board
of ProSiebenSat.l Media SE and consists of one
employee each from the Internal Audit and Legal
Affairs departments and an external lawyer. [ [GRI
102-16]

The Group is committed to following the provisions of
the German Interstate Broadcasting Agreement and
the Common Guidelines of the State Media Authorities
for advertising, for ensuring separation of advertising
and programming, and for sponsorship on television. In
particular, each employee must ensure that the prohi-
bition of programming influence, the ban on surrepti-
tious advertising, and the identification requirements
are upheld. It is also necessary to prevent the content
and location of a sponsored program from being influ-
enced by the sponsor in a way that impairs the respon-
sibility and editorial independence of the broadcaster.
Support for productions from third parties must be indi-
cated in accordance with the legal regulations; such
notifications should generally be made at the end of the
relevant program. [ [GRI 103-2, GRI 102-16]

The details are chiefly requlated by ProSiebenSat.l's
guidelines on the separation of advertising and
programming, which also include specific explanations
regarding bans on the placement of particular products
and services. They provide the employees with manda-
tory regulations under their employment contracts. The
guidelines for the German stations serve to maintain
journalistic credibility and ensure that content is inde-
pendent from third-party influences as the top
programming principle. National legal provisions also
apply to the TV stations in Austria and Switzerland.
[GRI 103-2, GRI 102-16]

To ensure journalistic independence and comply with
fundamental media requlations, the Group formu-
lated guidelines in 2005 which are binding for all
of the Company's program makers in Germany. The
“Guidelines for Ensuring Journalistic Independence”
specify the understanding of the journalistic princi-
ples set forth in the Press Code of the German Press
Council. ProSiebenSat.1 Group is committed to a free
and democratic order as set out in the constitution
(Grundgesetz) of the Federal Republic of Germany. In
accordance with internal guidelines, journalists, and
editors working for ProSiebenSat.l must follow the
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MEDIA LAW

International Federation of Journalists' Principles on
the Conduct of Journalists. According to these prin-
ciples, they are essentially free with regard to creat-
ing their content and report independently of social,
economic, or political interest groups. @ [GRI 103-2,
GRI 102-16]

As a media company, political independence is of
the utmost importance to ProSiebenSat.1l. Cash and
non-cash donations to political parties are therefore
forbidden unless the donation is approved by the
Executive Board of ProSiebenSatl Media SE in
advance. In 2017, ProSiebenSat.1 Group made no cash
or non-cash donations to political parties. Generally,
editorial content must not be influenced by private or
commercial interests of third parties or by personal
or economic interests of employees. At the same
time, the journalists and editors are aware of their
responsibility with regard to the dissemination of
information and their contribution to shaping opin-
ions. The responsible editorial staff, particularly the
editors-in-chief, are responsible for complying with
these guidelines and principles of conduct and imple-
menting them into day-to-day business. [& [GRI 415-1]

YOUTH PROTECTION AT PROSIEBENSAT.1

— The vyouth protection officers at ProSiebenSat.l

Group make sure that all TV and online content for
which the Group is responsible is offered in an age-
appropriate way. The goal is to make it difficult for
children and young people to gain access to content
that is unsuitable for their age group. The German
Interstate Agreement on Youth Protection in the
Media stipulates clear requirements for this. The
Group's youth protection officers are autonomous in
their work and are responsible for ensuring that
content which is unsuitable for children and young
people is broadcast only at the legally stipulated
times. In addition, they use technical means to
protect young people from the dissemination of
content on ProSiebenSat.l's websites that could
potentially harm their development. To this end, the
youth protection officers are involved in the produc-
tion and purchasing of programs at an early stage.
They assess scripts in advance, support productions,
and prepare expert reports. Within the Company they
perform an advisory role, while externally they are
available to viewers and users as contact persons for
complaints, for example. & [GRI 102-16, GRI M4]

Youth Protection Comission / State Media Authorities

Broadcasting management
Program planning

Editorial departments
production

Program purchasing
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PRODUCT RESPONSIBILITY
MARKETING AND PRODUCT LABELING

Independently from the work of the youth protection offi-
cers, TV and online editors receive reqgular training on
youth protection requlations. In addition to training
employees and providing internal guidelines, we also
actively promote the protection of young people via vari-
ous organizations: [§ [GRI 102-16] - Compliance, page 44

MEMBERSHIPS OF PROSIEBENSAT.1 WITH
REGARD TO YOUTH PROTECTION

— Voluntary self-reqgulatory association for televi-
sion (Freiwillige Selbstkontrolle Fernsehen - FSF)
Voluntary selfregulatory association for multi-
media (Freiwillige Selbstkontrolle Multime-
dia-Diensteanbieter - FSM)

Association for the promotion of child and youth
protection (Verein zur Forderung des Kinder-
und Jugendschutzes - JusProg)

MARKETING AND PRODUCT
LABELING

ProSiebenSat.1 Group uses various marketing tools to
communicate with customers, online users, viewers,
applicants, employees, and business partners. It is
particularly important to us that we neither make
misleading, false or discriminatory statements nor
exploit a lack of knowledge or insufficient information
on the customers’ part to further our business. Instead,
ProSiebenSat.1 relies on fair and responsible means of
dealing with third parties, which enable transparent
communication about our brands, products and
services. For ProSiebenSat.l, this particularly includes
an open and honest attitude to commercial communi-
cation, the transparent and comprehensive disclosure
and publication of General Terms and Conditions (GTCs),
compliance with applicable guidelines on the advertising
of own products and services, and respect for other
trademarks and symbols. In this context, we identified
a total of 29 cases of integrity, GTC, and advertising
violations in the promotion of our own products in 2017,
including 16 warnings as a result of promotional e-mails
and three complaints in connection with infringements
of symbols. [/ [GRI 102-16, GRI 103-1, GRI 103-2, GRI
417-3]
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ProSiebenSat.1 Group sets great store by the provision
and presentation of information and the labeling of its
own products. Needless to say, the Company's key prin-
ciple here is to make no deceptive or misleading state-
ments about our product world. This includes, for exam-
ple, compliance with the obligation to provide publishing
details and with the German Price Indication Regulation.
In 2017, we identified 50 violations of requirements and
voluntary rules of conduct with regard to information
about the labeling of products and services. & [GRI
102-16, GRI 103-1, GRI 103-2, GRI 417-2]

ProSiebenSat.1 Group takes its product responsibility
seriously. With the CMS, the Company largely covers the
relevant legal areas throughout the Group. In addition to
the prevention of violations of media law, the CMS also
involves marketing and labeling requirements. In 2017,
ProSiebenSat.1identified a total of 95 infringements due
to non-compliance with laws and requirements regard-
ing the provision and use of products and services. The
corresponding fines totaled approximately EUR 36,000.
[® [GRI 103-1, GRI 103-2, GRI 419-1] > Sustainability, page 6,
- About this Report, page 53

PRODUCT RESPONSIBILITY IN COMMERCE

We bundle ProSiebenSat.1's commerce activities in
NuCom Group. With the portfolio of leading digital
commerce platforms such as Parship, Jochen
Schweizer, Flaconi and Windstar, we have created
strong synergies for the Group: Through advertis-
ing on our own stations, we enhance the growth
of the commerce brands and their products, while
the latter generate valuable data for new, innova-
tive advertising products. In the manufacture and
distribution of products and services, compliance
with legal requirements and top quality standards is
a matter of course for ProSiebenSat.1 Media SE and
its subsidiaries.

At Windstar, for example, which provides health
products, the quality and safety of the products is
assured by the highest standards, certified qual-
ity management and scientifically tested concepts.
This provides the foundation for meeting regulatory
requirements. The company has the necessary
approvals, licenses, and certifications.




